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Before You Install

A. System Requirements
Print Audit Secure Server System Requirements

32 and 64-bit versions of Microsoft Windows Server 2003, 2008, 2008R2, or Windows 7
IIS version 6 or newer

Dot NET framework 4.0 or newer

SQL Server 2005 and 2008 — Full or Express

Active Directory

If also using Print Audit 6, version 6.5.0 or newer is required

Print Audit Secure Client System Requirements
e Windows XP and newer
e If also using Print Audit 6, version 6.5.0 or newer is required
e Microsoft Installer 2.0 or newer

Print Audit Secure Web Release Station

e Compatible with all modern browsers such as Chrome, Internet Explorer 7 or newer,
Firefox, or Safari

Print Audit Secure Mobile Release

e Optimized for Android 2.2 and newer, IPhone, and most modern smartphones

B. Pre-Installation Requirements

Users

Print Audit Secure uses Active Directory to authenticate users. Print Audit Secure
Administrators are pulled from a separate group in Active Directory. Before installing Print Audit
Secure you will need to have this group created and populated with all users that should have
administrative access to Secure.
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Security with the Web Release Station

By default, the Print Audit Secure server operates under HTTP, not HTTPS, so it is unsecured.
This means any login information used on the web page is sent to the server in clear text. If this
is a concern for you there are steps you can follow to encrypt this information.

1. Create an SSL certificate.

a. Create a simple self-signed certificate. For information on this please
visit the link below and start at the IIS Manager section. With this
approach, as you can see from the example, is that when you try to go
to the secure server the browser will display an error page saying that it
cannot verify the certificate.
http://learn.iis.net/page.aspx/144/how-to-set-up-ssl-on-iis-7/

b. Setup a certification authority on your server, if you do not already have
one on the domain, and generate a certificate from that. It will act as a
valid certificate on the domain.

c. Buy a third party certificate.

2. Configure the Print Audit Secure web application to use SSL.

a. Open the IIS Manager

b. Click on Default Web Site

c. Under Edit Site click on Bindings

d. Click the Add button

e. Under Type select https and keep IP address set to All Unassigned
f. Select the certificate under SSL certificate

g. Click Ok

3. Ensure SSL Settings are not set to Require SSL.
C. Quick Start

1. Install the Print Audit Secure Server software.

2. The first time you go to the Print Audit Secure website you will need to set an
Administrator username and password.

3. Set your preferred configuration under Setup -> Configuration.

4. Activate your license key or request a trial license.

5. Enter or import the printers that you want to designate as Secure. We recommend
adding only the devices that you want to include in one Printer Compatibility group.

6. Create a Printer Compatibility group and add the devices from step 5.

7. Repeat steps 4 and 5 until all of the printers you want to designate as Secure have been
added.

8. Install the Print Audit Secure Client on the workstations.
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Server Installation

Print Audit Secure is a software application that allows jobs to be placed into a virtual print
gueue enabling users to conveniently release them on demand at any printer via web enabled
devices such as workstations, tablet PCs or mobile device. The jobs will be stored in the Print
Audit Secure database until the user who printed the jobs releases them or a Print Audit Secure
Administrator cancels them. End users connect to this server through a web browser on any
web enabled workstation or mobile device to release their print jobs. The Print Audit Secure
Server hosts the Secure application and the database.

1. Download the SecureServerSetup.exe file from www.printaudit.com.
2. Double click on the SecureServerSetup.exe file to begin the installation.
3. Click the Next button on the Welcome screen.

i-.% Print Audit Secure Server 1.0 Setup !E E

Welcome to the Print Audit Secure Server
1.0 Sehup Wizard

The Setup Wizard will install Print Audit Secure Server 1.0 on
your computer, Click Mext to continue or Cancel o exit the
Setup Wizard,

PRINT AUDIT
Secure

Back

Cancel |

4. Check “l accept the terms in the License Agreement” and click the Next button.
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ii._% Print Audit Secure Server 1.0 Setup !EI |
End-User License Agreement PRIN T
Please read the following license agreement carefully Secure
SOFTWARE LICENSE AGREEMENT ﬂ
OF PILM SOFTWARE INC. OPERATING AS PRINT AUDIT (“YENDOR™)

SOFTWARE LICENSE AGREEMENT Yendor is willing to license the
accompanying Software to you only upon the condition that you accept
all of the terms contained in this License Agreement and any
supplementary license terms included herewith (" Agreement™).

READ THE TERMS AND CONDITIONS OF THIS AGREEMENT CAREFULLY
BEFORE SELECTING “Continue™ AT THE BOTTOM OF THIS PAGE. YOU AGREE
TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS AGREEMENT.

IF YOU ARE NOT WILLING TO BE BOUND BY THIS AGREEMENT, SELECT “Go j

¥ I accept the terms in the License Agreement;

Prink Back. I Tk I Cancel

5. Select the location you would like to install Print Audit Secure to or to accept the default click

Next.
Print Audit Secure Server 1.0 Setup M=l E3 |
Destination Folder mm'
Click Mzt ko install or click Change ko choose another Folder, S5ecure

Install Prink Audit Secure Server 1.0 bo:

IC:'l,Pru:u;ram Files {xaa)\Print Audit Inc\Print Audit Secure Server)

Change... |

Back

Cancel |
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6. On the Database Installation window select the name of the server you would like to install
the database on. If you are using the Express version of SQL Server, enter a backslash and
then the instance name (SQLExpress by default). Select either Windows Authentication or SQL
authentication for the database. If you select SQL Authentication enter the username and
password of a user that has administrative rights to the SQL Server. Click Next.

ji Database Installation ™= |
Database Installation mm'
Please enter the Print Audit Secure Database settings Secure
SErver name: servernamelsglexpress| ﬂ
Authentication:

% windows Suthentication
{~ 5QL Aukhentication

Usernarme: |s a

Fassword: |

Back I Mk I Cancel |

7. If this is the first time you have installed Print Audit Secure, select Create database and click
Next. If you have an existing database choose Use existing database and select the database
name. If you have an existing database and would like to create a new one with the same
name, choose Create database and check Overwrite. This will remove all your current settings.
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Select Database _ [Df =]
Database Installation PRIN T
Please enter the Prink Audit Secure Dakabase settings Secure
¥ Create database [PrintAuditSecure ™ overvirite
™ Use existing databass I j
Back Cancel |

8. Select the Website name you would like Print Audit Secure to use. We recommend using the
Default Web Site. Click Next.

i'.§ Print Audit Secure Server 1.0 Setup M=

Print Audit Secure Server 1.0 mm'
Please select the website to install ta Secure
Web site name:
Default Weh Site |

Back

Cancel |
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9. Click the Install button to install Print Audit Secure on your server.

NOTE: You do not need to reboot after the install on the server, however, it is recommended

that you reboot this computer as soon as possible.

{i& Print Audit Secure Server 1.0 Setup [_ [CO] =] I
Ready to install Print Audit Secure Server 1.0 m"l_ﬂlbl'l'
Secure

Click, Install ko begin the installation, Click Back ko review or change any of wour
installation settings. Click Cancel to exit the wizard,

Back. Cancel
10. Click Finish to exit the Setup Wizard.
(@ print Auditsecure Server L0Setup MBI

Completed the Print Audit Secure Server
1.0 Sebup Wizard

Click the Finish button ko exik the Setup Wizard.

PRINT_AUDIT
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Back.

Cancel |
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Configuring Print Audit Secure

1. Open a web browser and go to http://<SECURESERVERNAME>/pasecure.

2. The first time you go to the website you will see a message prompting you to configure Print
Audit Secure with the Active Directory settings for your environment. Click Ok. You will
automatically be directed to the Authentication tab under Setup -> Configuration page. It is
important that you enter the required information for these fields before continuing on.

(_::'Lug In - Windows Internet Explorer [_ (O]
m.‘ L4 IG http: [fsecuredemaPaSecure authentication/Firsk Time j |§||E‘ I Bing |EE|
7 Favorites | 95 [l suggested Stes = @ | Weh Slice Gallery ~
O Logln | | M- - | p=h - Page - Safety - Toos - @@~
PRINT_AUDIT
Configure Print Audit Secure ecure
Help

The authentication rmethod has nat been
setup for this server and you have been
automatically logged in as an adrministeator.

Flease configure the authentication method
before proceeding any further.

[pane ]:Flili]ili@\@ Internet | Protected Mode: On Ch v mmm -y

3. Select the Authentication method you would like to use to release any Secured print jobs.

a) Password — The password is the users Active Directory password used for authenticating to
the domain.
b) Pin — The Pin code comes from an Active Directory attribute that is associated to the users’
profiles.
c) Swipe — To authenticate with a swipe card, the card number must be entered in an Active
Directory attribute.

Authentication method

IPasw.rnrd VI
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4. If you will be using Print Audit Secure Embedded select the Embedded Authentication
method you would like to use to release Secure jobs.

a) Password — The password is the users Active Directory password used for authenticating to
the domain.

b) Pin — The Pin code comes from an Active Directory attribute that is associated to the users’
profiles.

¢) Swipe — To authenticate with a swipe card, the card number must be entered in an Active
Directory attribute.

Authentication method

5. Enter the name of the Active Directory Server.

Active Directory server

DomainServer

6. Enter the name of the Active Directory domain in LDAP format.
Active Directory domain in LDAP format

DomainMame. local

7. Enter the name of the Active Directory domain in NetBIOS format.

Active Directory domain in NetBIOS format

DOARMINMAME

8. Enter the Active Directory group name of users that should have administrative access to the
Print Audit Secure server.

Active Directory Administrater Group

FA& Secure Administrator
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9. Enter the name of an Active Directory user who has the authority to read and write to Active
Directory. Enter the password for this user. Enter the password again to confirm it is correct.

Active Directory user

TestOUuser

Active Directory password

Confirm Active Directory password

Qllllil‘ll'l

10. If you selected PIN as the authentication method in step 3, enter the name of the Active
Directory attribute that stores the users’ PIN codes.

Active Directory Pin attribute
FIMNCode

Generate Pin attribute

v

Generate Pin length

4

Generate alphanumeric Pin attribute
v

11. If you selected swipe as the authentication method in step 3, enter the name of the Active
Directory attribute that stores the users’ swipe card numbers.

Active Directory Swipe attribute
CardMumber

12. Click the Save button.
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13. Log into the Secure server and go to Setup, Configuration and then click the Secure
Settings tab.

14. If you would like to compress the print job data file that is stored on the Secure server, check
Compress print data. It is important to select this option if you will be sending large files to the
secure server as there is a 2 GB limit on the size of the print job.

Comprass print data
=

15. If you want to disallow users from printing jobs to non-compatible printers check Disallow
printing to non-compatible printers. Note that printer compatibility is determined by the
Compatible Printer Groups which Print Audit Secure Administrator creates.

Disallow printing to nen-compatible printers
=

16. Choose how you want to handle disconnected or "Offline" jobs.
A disconnected job occurs when a User does a print job but the Print Audit Secure Client is not
able to connect to the Print Audit Secure Windows service on the server.

a) Allow - Print jobs will print as they would if Secure is not installed.

b) Disallow - No printing to secure printers will be allowed.

¢) Prompt - Users will receive a message asking if they would like to cancel the job or allow it to
print.

Offline behaviour

Prompt TI
Al
Digallow

17. If you would like jobs older than a specified number of days to automatically expire, check
the Enable automatic expiration of jobs box. They users will not be able to release any jobs that
are expired. Note: expired jobs will affect the job statistic reports.

If you checked the Enable automatic expiration of jobs option, enter the number of day you
want the jobs to expire after.

Enable automatic expiration ufjobs
=

Number of days after which jobs automatically expire

30
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18. If you would like expired jobs to automatically be purged from Print Audit Secure check the
Enable automatic purging of jobs box. Once the jobs have been removed from Print Audit
Secure there is ho way to recover them. Purged jobs will not be included in the job statistics
report.

If you checked the Number of days after which expired jobs are automatically purged option,
enter the number of day you want the jobs to be purged after.

Enable automatic purging of jobs
-

Number of days after which expired jobs are purged
30

19. Click the Save button.
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Configuring Print Audit Secure to use with Print Audit

6

1. Log into the Print Audit Secure server.

2. Click on Setup, Configuration and then the Print Audit 6 Settings tab. Check the Track

printing information with Print Audit 6 check box.

{2 Configuration - Windows Internet Explorer

G@ ® IB hittp:/flocalhostiFasecurefConfiguration/Edit#tabs

e Favortes | o [ sunoested stes » @] web sice Gallery ~

(3 Configuration | |

ﬂ |5||E‘ | Bing

3 - - [ oeh - Page - Safety - Took - (@

PRINT_AUDIT
Secure

Lo Setup IJE:J IManage Print Jobs Eﬂu Reporting

Help
Configuration
Authentication

Database Secure Setiings

Track printing information with Print Audit6
v

WARNING: You hawe enahled Print Audit & integration. As a result, Print Audit B will not track "Secured" print jobs in the Print Audit & Database until the
jobis released. Onlythen will it appear in reports andiorthe Job Manager.

IMPORTANT: ¥when using this feature we strangly recommend that you da not use Compatible Printer Groups, ar allow printing to non-compatible

printers. This is because Print Audit B akways recards the job based on the original printer attributes (printer name, color usage, job validation, etc)
rather than those associated with the final printout

Database Communicater location

Database Communicater port
17520

Use Secure Datakase Communicator connection
r

Database Communicator timeout

10000
1]

|

I [ [ [ [ [ ¥ Local intranet | Protected Mode: on Fa-

EYR

4. In the Database Communicator location field enter the host
computer hosting the Print Audit 6 Database Communicator.

Database Communicator location

Serverblame
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5. This port should be the same as what the Print Audit 6 Database Communicator is using in
Print Audit 6. By default this port is 17520, however, if you changed this port in Print Audit 6 you
must ensure you update this in Secure to reflect your Print Audit 6 settings.

Database Communicator port

17520

6. By default Print Audit Secure uses http to send the data to the Secure sever. If you would like
this connection to use https, you will need to check this box. The Database Communicator time
out is the amount of time in milliseconds that the Database Communicator will try to contact the
Secure server. Click Save.

Use Secure Database Communicatoer connection
[+

Database Communicater timeout

10000
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Licensing Print Audit Secure
A. Print Audit Secure Licensing

The licensing page is used to activate your license key or to request a trial license. The trial
license will allow you to track up to 5 printers for 15 days.

After activating your Print Audit Secure license key the following information will be displayed.

Licensing
License Key
Company
Reseller
Expires on
Number of Printers

B. Activation

If you have purchased seats of the Print Audit Secure, choose the Activate existing license
option and enter the Company and License Key.

If you have not purchased the software but would like to try Print Audit Secure, choose Request
a trial license. Complete all fields and click Submit.
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Printer Manager

The Printer Manager manages printers that you designate as secure printers. Print Audit Secure
is compatible with all networked printers. You can either import the printers from a comma
separated values (CSV) file or manually enter the printers individually.

You will need to enter a Printer ID, name of the device, IP address, port, manufacturer and
model name for each device that you want to set as a Secure printer. You also have the option

of entering the UNC path and description of the device and selecting the Printing Method and
the Local Printer Name.

A. To import printers from a CSV file:
1. Go to www.YOURSERVERNAME\printauditsecure.

2. Log into the Print Audit Secure Administrator with your Active Directory username and
password.

3. Click on Setup, then select Printer Manager.

{2 Print Audit Secure - Windows Internet Explorer

G«}}- [© hipipiocahostipasecure/Home/index (4] x| [ ana (2
i Fovarites \ 9 [ suggested sites - @] e Slice Gallery -
O Print Audt Secure | | MG - B - [ o= - page~ Safety- Tooks~ @~
» 5 PRINT_AUDIT|
554 Setup by Manage Print Jobs E:au Reporting secure
Printer Manager Helg

R with Print Audit Secure

Compatible Printer Groups

Configuration

Licensing 2~ 3 4 —
u - [ = , , - / -
Define the Secure Establish compatible  Install Print Audit You are ready to go! =
printers. printer groups. Secure client.
To get started, add printers into Mext, create compatible printer Finally, deploy or install the Print You are ready to use Print Audit
the list to define these printers as groups so Print Audit Secure Audit Secure client to the Secure.
Secure knows which printers are wortkstations that will be using the
compatible to release print jobs software.
et Started that were sent to other printers Jd|
[ttp:fflacalhost/PASecure Printer/Index [ [ | || [ ¥ Localintranet | Protected Made: On [“3 - [®100% - 4
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4. Click the Import button and find the CSV file with the printers you want to designate as
secure. Click Open then the the Ok button.

{2 Printer Manager - Windows Internet Explorer
6@ @ [© it flocalhostipasecurs Printer/index | |£| \E\ [= g [2]-]
<y Favorites | 9% [ suggested Sites @] weh Slics Gallary -
(3 Frinker Manager | | - - [f o= v Page - Safety - Took - @)+
<M; Setup LE’LJ anage Print Jobs mu Reporting s‘éﬁ,re
Help
Printer Manager
PRINTER ID HAME MANUFACTURER MODEL DESCRIPTION
You do not have any printers.
(e
=
[T [ [ [ s ocalintranet | Protected Mode: on [Fa~[Hwew -

B. To add a printer manually:

1. Go to www.YOURSERVERNAME\printauditsecure.

2. Log into the Print Audit Secure Administrator with your Active Directory username and

password.

3. Click on Setup, then select Printer Manager.
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{ZPrint Audit Secure - Windows Internet Explorer

6.’:; - IB http:flocalhost Pasecure Home, Tndex j |£| |z| I Eing |P "
< Favorites | 5% [ sugested sites = @ | weh siice Galery ~
© Print Audit Secure | | & - Ll @ ~ Page ~ 3afety ~ Tools - @v
: = PRINT_AUDIT
%8s Setup bl Manage Print Jobs mn Reporting secure
Printer Manager Help
with Print Audit Secure
Printer Irmpart
Compatible Printer Groups
Configuration
Licensing 2/ 3/""-\ 4/-"' :
u | == | == [ / |
_ R _ W aEe / \ /
A A A A e S AN /
Define the Secure Establish compatible  Install Print Audit You are ready to go! —
printers. printer groups. Secure client.
To get started, add printers into Mext, create compatible printer Finally, deploy ar install the Print You are ready to use Print Audit
the list to define these printers as groups =0 Print Audit Secure Audit Secure client to the Secure
Secure knows which printers are warkstations that will be using the
compatible to release print jobs software
Get Started that were sent ta ather printers, =l
http:f flocalhost/PASecureiPrinker Index Local intranet | Prokecked Mode: On - | Eoome -
L 4
4. Click on the Create New button.
{Z Printer Manager - Windows Internet Explorer [_[o]
G.:_; @ [0 bete: flocahostipasecure{prineertnes: =4[ x| [F zng | o]+
5 Favortes | 533 [ Sugmested Sites = @] web slce Gallery ~
© Prinker Manager | | - - L - Page~ Safety - Took - @~
. - PRINT_AUDIT
ugs Setup gl Manage Print Jobs Dﬂg Reparting secure
Help
Printer Manager
PRINTER ID NAME MANUFACTURER MODEL DESCRIPTION

You do not have any printers.

[ [ [ [ | |7 ¥ Localintranet | Frotected Mode: on [Fa - [®H0% ~

l@ o
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5. Enter a Printer ID that is between 3 and 5 letters long, this is a required field. We suggest that
you choose a naming convention that you would like to use for all secure devices such as an
abbreviation of where the device is physically located, or some other unique identifier.

Printer ID *
Al

6. Enter the name of the device, this is a required field.

Name *

2000F

7. Enter the IP address of this device, this is a required field.

IP Address *
192.168.0.150

8. Enter the UNC path of the device if it has one, this is not a required field.

UNC Path

Wsenemametlexmark 2000P

9. The Port field will default to 9100, you can change this to a different port if need be. The port
will be determined by whatever port the printer is set to use. This is a required field.

Port™
2100

10. Enter the Manufacturer name and Model Name, these are a required field. The Description
of this device is not a required field.

Manufacturer *

Lexmark

Model *
2000P

Description

Accounting, 2nd Floor
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11. The Printing Method determines how the print job will be released. If you select Direct IP, it
will attempt to send the job to the printer using TCP/IP and the defined IP address and port. If
Windows Spooler is selected Print Audit Secure will spool the job to the printer selected under
Local Printer Name.

Printing Method

Direct IP =)
Direct IP
Windows Spooler

12. Local Printer Name will contain a list of printers defined on the server, and when used with
Windows Spooler in Printing Method will release jobs to the spooler to that printer. Click the
Save button.

C. To edit a printer:

1. In the Print Audit Secure Administrator, click on Setup, then Printer Manager.
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2. Click the Edit button beside the device you want to edit.

Printer Manager

PRINTER ID NAME
Edit Delete Sams Samsung
SCX-5835

MANUFACTURER

Samsung

MODEL

DESCRIPTION

SCX-5835

3. Make the required changes. Click the Save button.

D. To remove a Printer:

When you remove a printer from Print Audit Secure printer list, any print jobs sent to this printer
will no longer be secured. Note that you will not be able to remove or delete a printer if there are
any pending jobs still secured on the server. You must delete all the secured print jobs to the

printer prior to deleting it.

1. In the Print Audit Secure Administrator, click on Setup, then Printer Manager.

{2 Print Audit Secure - Windows Internet Explorer
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2. Click the Delete button next to the printer you want remove.

Printer Manager

PRINTER 1D NAME MANUFACTURER MODEL DESCRIPTION

|I'ﬂ
=g

Delete Sams Samsung Samsung SCH-5835
SCX-5835

3. Click the Delete button on confirmation page to remove this group.
Are you sure you want to delete this printer?

Printer Details

Mame:

2000P

IP Address:
192.168.0.150

Printer 1D

Al

Cescription:
Accounting, 2nd Floor

DELETE Back to List

4. You will receive a confirmation that the printer has been removed.
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Compatible Printer Groups

The Print Audit Secure Compatible Printer Groups are used to show the user which printers are
compatible with the printer they originally sent the document to. Compatibility means that these
devices will print as expected when printing to a different machine in the same group. If the
device is not compatible you can still release a job to it, however, the print job may not look as
expected. Printers can be placed in multiple Printer Compatibility Groups.

A. To add a Compatible Printer Group:

1. Log into the Print Audit Secure Administrator, click on Setup, select Compatible Printer

Groups.

{Z Print Audit Secure - Windows Internet Explorer
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Compatible Printer Groups

NAME

Secure

PRINT_AUDIT

DESCRIPTION

You have not created any compatibility groups. Click the 'Create New' button to add some now.

3. Enter a Name for the Compatible Printer Group. This is a required field and can be up to 50

characters long.

Name *

Sharp Group

4. Enter a Description for the Printer Group. The description can be up to 100 characters long.

Description

Color Sharp Printers

5. Select the devices from the list that belong in this group. Click the Save button.

RICCA 192168.081 Ricoh
SHARA 192168.067  Sharp
SHARB 192.165.0188 Sharp

RICCE 192.168.060 Ricoh

| | e A e

BXOCA 192.168.093 Kyocera

m Back to List
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B. To edit a Compatible Printer Group

You have the option of editing the Compatible Printer Group Name, Description, and add or
remove devices for this group.

1. In the Print Audit Secure Administrator, go to the Compatible Printer Groups.

2. Click the Edit button next to the Compatible Printer Group you want edit.

3. Make the required changes.

4. Click the Save button.

C. To remove a Compatible Printer Group:

Once you remove a Compatible Printer Group, it will be permanently removed from Print Audit

Secure. All the printers that were in the group will not be removed, however, they will no longer
show as compatible with the other devices that were in this group. If you would like to reinstate
this group you will need to create a new Printer Compatibility Group.

To remove a Compatible Printer Group:

1. In the Print Audit Secure Administrator, go to the Compatible Printer Group Manager.

2. Click the Delete button next to the Compatible Printer Group you want remove.

3. Click the Delete button on confirmation page to remove this group.

4. You will receive a confirmation that the Compatible Printer Group has been removed.
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Manage All Print Jobs

The Print Job Manager is a way for Print Audit Secure Administrators to cancel any pending

jobs that have not been released. Once logged into the Print Audit Secure Administrator, you
will see a list of pending jobs, the name of the document, the date it was submitted, the user
who submitted the job, the status of the job and original printer that the job was submitted to.

A. To see alist of pending print jobs

1. Log into the Print Audit Secure Administrator.

{ZPrint Audit Secure - Windows Internet Explorer
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2. Click on Manage Print Jobs, All print jobs.
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All Print Jobs

DOCUMENT NAME SUBMIT DATE SUBMITTER STATUS PRINTER
Delete P& Marth America Agr 2011 - 9A15/2011 33751 AM coarcia Fending 192.168.0.60
CG.xls
Delete Microsoft PowerPaoint - Fh- 9/15/2011 9:36:08 AM charcia Fending 192.168.0.60
Fresentation [Compatibility
Made]
Delete secure.paymentech. com...man 911592011 3:34:56 AW lwigbe Pending 182.168.0.60

agerit_crecar_recprijsp
Delete T30 Accounts Dec 2010.xls 91152011 9:33:54 AW coarcia Pending 1582.168.0.60

Delete Assessment White Paper. pdf 9152011 9:33:22 AM coarcia Fending 192.168.0.60

B. To remove a pending job
1. In the Print Audit Secure Administrator, go to Manage Print Jobs, All print jobs.

2. Click the Delete button next to the print job you would like to remove.

All Print Jobs

DOCUMENT NAME SUBMIT DATE SUBMITTER STATUS PRINTER
: ; ; |
Delete Expense Claims. xls 9152011 5:55:07 AM lwiebe Pending 182.168.0.60
Delete SecureDocurment. pdf 9152011 8:53:47 AM bhrormrmeland Fending WRILM-EXCHI
Wain Ricoh
Delete 201101643 - PA Europe. pdf 9A5/2011 B:52:43 AM lwighe Fending 192.168.0.60
Delete Wi BEM 3.28.11. pdf 915/2011 B:51:56 AM lwighe Fending 192.168.0.60
9/16/2011 B:51:14 AM lwiebe Pending
Delete Intuit 941552011 8:50:09 Ak lwiebe Pending 192.168.060
Malata Irtarnatinnal ravaria vls QALANN 84377 A4 haicha Bandinn 197 1R2 0 AN i |
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3. Click Delete on the confirmation.

Are you sure you want to delete this print job?

Print joh Details

Document Mame:
Irtuit

Criginally Printed To:
RICCE

Submitted On:

S A2011 8:51:14 A

m Back to List

4. You will receive a natification that the job has been deleted.

Note: Once the job has been cancelled it will be permanently removed from Print Audit Secure.

(,‘_‘Print Jobs - Windows Internet Explorer
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Delete Local Printer Tracking for 9A5/2011 9:38:10 AM cgarcia Pending 192.168.0.60
Facilities Manager htrm
Delete PA Morth America Apr 2011 - 91572011 2:37:51 A cgarcia Pending 192.1668.0.60
CG.xls
Delete Microsoft PowerPoint - Fh- 9A5/2011 3:36:05 A charcia Fending 192.165.0.60
Presentation [Compatibility
IWode]
Delete secure.paymentach com.man 91572011 2:34:56 Al Iwiehe Pending 192.1668.0.60
agerit_crecar_recprijsp
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Manage My Print Jobs

Print Audit Secure Administrators will always log into the Print Audit Secure Server. To release
your own jobs as an Administrator you must go to My Print Jobs.

1. Log into the Print Secure Server.

2. Click on Manage Print Jobs, My Print Jobs.

3. Enter the Print ID of the device you want to release the job to.

4. If the printer you choose is compatible with the original printer you sent the job to you will

have the option to release or cancel the job. If the original printer is not compatible with the
original printer you sent the job to you will only have the option to cancel the job.
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Maintenance

The Maintenance page lets you mass expire and purge jobs before a specified date. Once print
jobs have been expired or purged, there is no way to undo the change. Expiring and purging
jobs will affect the Print Statistics report; expired jobs will be considered a cancelled job and
purged jobs will never be reported on.

1. Log into the Print Audit Secure Administrator. Click on Manage Print Jobs and select
Maintenance.

{2 Print Audit Secure - Windows Internet Explorer
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2. Choose either Expire or Purge.

3. Enter the date that you would all jobs older than this to expire or purge. Click the Submit
button.
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Maintenance

@ Expire
This option will expire all pending jobs before the selected date.

) Purge
This option will purge all expired jobs before the selected date.

Before Date:

07/29/20M1 E

4. You will receive a message confirming this, click the Ok button.

Are you sure you want to Expire print jobs before 6/16/2011 12:00:00 AM ?

£ =
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Reporting
A. Printing Statistics

There are three reports that are available. If you are not using Print Audit Secure in conjunction
with Print Audit 6 the Cost Savings and Environmental Impact sections will be grayed out.

Print Jobs

This report shows a summary of the total number of jobs sent to the Print Audit Secure server,
the number jobs released and the number of jobs canceled. If you are also using Print Audit 6
then you are also able to see the number of pages that have been canceled.

e Number of submitted print jobs
e Number of released print jobs
e Number of canceled print jobs
e Number of canceled print pages
PRINT JOBS
l Mumber of submitted print jobs: 0
\
| ; Mumber of released print jobs: 0
- f
Mumber of canceled print jobs: 0
Mumber of canceled print pages: 0

Cost Savings

This section of the report is only available when using Print Audit 6 in conjunction with Print
Audit Secure. It shows the total cost savings from unreleased print jobs.

e Cost per page

Total cost savings with Secure
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COST SAVINGS Cost per page: % 010 * Enteran estimated cost per page to determing your savings

Total cost savings with Secure: § 0

This cost savings is from all print jobs that
have not been released.

Environmental Impact

This report is only available when using Print Audit 6 in conjunction with Print Audit Secure. It
shows the environmental impact your company has made by not releasing unwanted jobs. For
example, on average 8,333 unreleased pages will save one tree.

e Number of trees saved

e Number of sheets of paper saved
e Number of pounds of paper saved
o Total CO2 offsetted

e Emissions in miles driven

e Emissons in propane tanks

ENVIRONMENTAL IMPACT

Mumber of trees saved: 0

Mumber of sheets of paper saved: 0
Murmber of Pounds of paper saved: 0
Total CO2 Offsetted: 0

Emissions in Miles Driven: 0
Emissions in Propane Tanks: 0

E. Failed Jobs

Failed jobs are any jobs that have been successfully sent to the Secure server but were not
successfully released from the printer. These jobs will not be removed from Print Audit Secure
until they have been successfully released.

www.printaudit.com Have Fun, Build Great Products,
"Wow" the Customer.

North America and Worldwide
Toll Free: 1-877-41-AUDIT (28348)
Phone: 1-403-685-4932 Print Audit has several offices around the world.

Support@printaudit.com ® Sales@printaudit.com Please visit our website to find the location nearest you.



1. Log into the Print Audit Secure Server

C_‘Frint Audit Secure - Windows Internet Explorer

PRINT_AUDIT
Secure

. Click on Reporting and then Failed Jobs.
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Get Started
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2. Select your Start Date and your End Date.

Failed Jobs

Start Date End Date

L]

09/27/201

10/27/20M

3. Click the OK button. A list of failed jobs will show below.

F. Expired Jobs

Expired jobs are print jobs that have been expired by the Print Audit Administrator or

automatically expired because they have

been in the Secure server longer than the time period

specified by the Print Audit Secure Administrator.
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1. Log into the Print Audit Secure Server. Click on Reporting and then Expired Jobs.
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2. Select your Start Date and your

Expired Jobs

Start Date

L]

09727201

End Date.

End Date
10/27/2011

3. Click the OK button. A list of expired jobs will show below.
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Client Installation

1. Download the SecureClientSetup.exe file from www.printaudit.com.
2. Double click on the SecureClientSetup.exe file to begin the installation.
3. On the “Welcome to Print Audit Secure Client Setup Wizard” window click Next.

i-.\!‘l Print Audit Secure Client 1.0.0 Setup

Welcome to the Print Audit Secure Client
1.0.0 Setup Wizard

The Setup Wizard will install Print Audit Secure Client 1.0.0
on vour computer, Click Mext ko continue or Cancel to exit
the Setup Wizard,
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Back:

4. Read the End User License Agreement and select the checkbox if you accept. Click Next.

i-‘a Print Audit Secure Client 1.0.0 Setup

End-User License Agreement PRINT_AUDIT
Please read the Following license agreement carefully Secure
SOFTWARE LICENSE AGREEMENT ﬂ
OF PIJLM SOFTWARE INC. DPERATING AS PRINT AUDIT (“¥ENDOR™)

SOFTWARE LICENSE AGREEMENT Yendor is willing to license the
accompanying Software to you only upon the condition that you accept
all of the terms contained in this License Agreement and any
supplementary license terms included herewith ("Agreement™).

READ THE TERMS AND CONDITIONS OF THIS AGREEMENT CAREFULLY
BEFORE SELECTING “Continue™ AT THE BOTTOM OF THIS PAGE. YOU AGREE
TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS AGREEMENT.

IF YOU ARE NOT WILLING TD BE BOUND BY THIS AGREEMENT, SELECT “Go LI

¥ 1 accepk the kerms in the License Agreement

Print Back I Mext I Cancel
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5. Select the location where you want to install the Secure Client or choose the default location
by clicking Next.

|_-!‘1 Print Audit Secure Client 1.0.0 Setup

Destination Folder PRINT_AUDIT
Click Mext o install or click Change to choose another folder. Secure

Install Print Audit Secure Client 1.0.0 kot

IC:'l,Pngram Files\Print Audit InciPrint Audit Secure Client!,

Change. .. |

Back

Cancel |

6. Configure the Secure Client to communicate with the Print Audit Secure web server

a. http://*servername*/pasecure/webservices replacing *servername* with the name of the Print
Audit Secure Server

b. Click Next
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{ii Print Audit Secure Client 1.0.0 Setup [ [i=] |
Print &udit Secure Client 1.0.0
PRIN T
Please enter the URL of the Secure web server Secure

Secure web service location {url):

S pasecure webservices!

Back. I Tk I Cancel

7. Click Install.

i'._% Print Audit Secure Client 1.0.0 Setup

Ready to install Print Audit Secure Client 1.0.0 mm‘
Secure

Click Install to beqin the installation. Click Back to review or change any of wour
installation settings, Click Cancel to exit the wizard.

Back Install Cancel
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8. Once the setup wizard has completed the install click Finish.

i_-.% Print Audit Secure Client 1.0.0 Setup

Completed the Print Audit Secure Client
1.0.0 Sebup Wizard

Click the Finish bukton to exit the Setup \Wizard.
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cancel |

9. Verify that the client and server can communicate

a. Click Start > All Programs > Print Audit Secure > Secure Client Config

b. Click the Test URL button in the bottom left of the Print Audit Secure Client Configuration
window

c. You should receive a dialogue box saying successfully contacted
http://*servername*/pasecure/webservices

d. Click OK

Print Audit Secure Client Configuration

a successfully contacted
i lg htkp: /fsecuredemo/pasecurefwebservices).
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